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Data Protection GDPR Policy

Community Action Partnership Leicestershire

Definitions
Charity means Community Acton Partnership, a registered charity.
GDPR means the General Data Protection Regulation.

Responsible means Chief Officer

Person
Register of means a register of all systems or contexts in which personal data is
Systems processed by the Charity.

1. Data protection principles
The Charity is committed to processing data in accordance with its responsibilities
under the GDPR.

Article 5 of the GDPR requires that personal data shall be:

a. processed lawfully, fairly and in a transparent manner in relation to individuals;
b.

collected for specified, explicit and legitimate purposes and not further processed
in a manner that is incompatible with those purposes; further processing for
archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes shall not be considered to be incompatible with the initial
purposes;

adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed;

accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the
purposes for which they are processed, are erased or rectified without delay;
kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal
data may be stored for longer periods insofar as the personal data will be
processed solely for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes subject to implementation of
the appropriate technical and organisational measures required by the GDPR in
order to safeguard the rights and freedoms of individuals; and

processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or




organisational measures.”

2. General provisions

This policy applies to all personal data processed by the Charity.

In terms of the Data Protection Act 1998, we are the ‘data controller, and as such
determine the purpose for which, and the way, any personal data is processed. We must
ensure that we have:

Fairly and lawfully processed personal data
We will always put our logo on all paperwork, stating our intentions on processing the
data and state if, and to whom, we intend to give the personal data. We will also provide
an indication of the duration the data will be kept via induction processes.

Processed for limited purpose

We will not use data for a purpose other than those agreed by data subjects. If the
data held by us is requested by external organisations for any reason, this will only be
passed if data subjects agree this includes where TUPE arrangements may take
place. External organisations requesting data must state the purpose of processing,
agree not to copy the data for further use and sign a contract agreeing to abide by The
Data Protection Act 1998 and CAP Data Protection Policy.

Adequate, relevant and not excessive

CAP will monitor the data held for our purposes, ensuring we hold neither too much
nor too little data in respect of the individuals about whom the data are held. If data
given or obtained are excessive for such purpose, they will be immediately deleted or
destroyed.

Accurate and up-to-date

We will ensure data kept by CAP on staff and volunteers remains up to date annually.
All amendments will be made immediately, and data no longer required will be deleted
or destroyed. It is the responsibility of individuals and organisations to ensure the data
held by us is accurate and up-to-date. Completion of an appropriate form (provided by
us) will be taken as an indication that the data contained is accurate. Individuals should
notify us of any changes, to enable personnel records to be updated accordingly. It is
the responsibility of CAP to act upon notification of changes to data, amending them
where relevant. Staff and volunteers have the right to ask for access to data held by
CAP via the Chief Officer, all requests must be in writing, hand signed by the
individual.



Not kept longer than necessary

We discourage the retention of data for longer than it is required. All personal data will
be deleted or destroyed by us following national guidelines on HR and Financial
information.

The Chief Officer shall take responsibility for the Charity’s ongoing compliance
with this policy and the policy will be reviewed biannually

The Charity shall register with the Information Commissioner’s Office as an
organisation that processes personal data.

3. Lawful, fair and transparent processing

a.

b.
C.

To ensure its processing of data is lawful, fair and transparent, the Charity shall
maintain a Register of Systems.

The Register of Systems shall be reviewed at least annually.

Individuals have the right to access their personal data and any such requests
made to the charity shall be dealt with in a timely manner.

Drivers are only to keep information for a maximum of one month and then it
must be destroyed, either by cross shredding/ returned to the office or
permanently deleted from electronic devices.

Any personal information must not be visible in vehicles

Staff laptops and phones must be password protected and screens locked when
away from devises

4. Lawful purposes

a.

All data processed by the charity must be done on one of the following lawful
bases: consent, contract, legal obligation, vital interests, public task or legitimate
interests (see ICO guidance for more information).

The Charity shall note the appropriate lawful basis in the Register of Systems.
Where consent is relied upon as a lawful basis for processing data, evidence of
opt-in consent shall be kept with the personal data.

Where communications are sent to individuals based on their consent, the option
for the individual to revoke their consent should be clearly available and systems
should be in place to ensure such revocation is reflected accurately in the
Charity’s systems.

5. Data minimisation

a.

The Charity shall ensure that personal data are adequate, relevant and limited to
what is necessary in relation to the purposes for which they are processed.

6. Accuracy

a.
b.

The Charity shall take reasonable steps to ensure personal data is accurate.
Where necessary for the lawful basis on which data is processed, steps shall be
put in place to ensure that personal data is kept up to date.


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/

c. Customers also have a responsibility to ensure they inform the office of any
changes

7. Archiving / removal
a. To ensure that personal data is kept for no longer than necessary, the Charity
shall put in place the following time scales for archiving.

Application forms/interview notes for unsuccessful candidates - One year
Health and safety consultations - Permanently

HR records - Six years from leaving

Trade union agreements - Ten years after ceasing to be effective

Minutes of trustee/work council meetings - Permanently

Documents proving the right to work in the UK - Two years after employment
ceases

Workplace accidents - Three years after date of last entry. There are specific
rules on recording incidents involving hazardous substances.

Finance- Seven years after the end of the tax year they relate to

Statutory maternity, adoption and paternity pay- Three years after the end of the
tax year they

relate to

Statutory sick pay- Three years after the end of the tax year they relate to
Retirement benefits schemes - notifiable events, e.g. relating to incapacity - Six
years from the end of the scheme year in which the event took place

Volunteer records - Three years from leaving

8. Security

a. The Charity shall ensure that personal data is stored securely using modern
software that is kept-up-to-date

b. Access to personal data shall be limited to personnel who need access and
appropriate security should be in place to avoid unauthorised sharing of
information.

c. When personal data is deleted this should be done safely such that the data is
irrecoverable. Paperwork shredded or emails/run sheets permanently deleted

d. Appropriate back-up and disaster recovery solutions shall be in place.

9. Breach

In the event of a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data, the Charity shall
promptly assess the risk to people’s rights and freedoms and if appropriate report this
breach to the ICO (more information on the ICO website).



https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
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